Abstract-In the literature, there is a lot of confusion regarding the relationship between the 'trust' and 'security'. Most of the times, these terms are regarded as being synonymous with each other. The existing literature does not draw a clear line how and when the terms of 'trust' and 'security' are synonymous and when they are not synonymous. In this paper we address this issue and discuss when the distinct terms of 'trust' and 'security' can be regarded as being synonymous with each other and when they could be regarded as not being synonymous with each other.
I. INTRODUCTION The advent of the Internet and the Web provide connectivity and information richness over great distances at any time. This has created a dynamic, open and convenient environment for social and business development. It not only provides the opportunity for new entrepreneurial endeavours utilizing the Web, but also opens up new opportunities for old, static, closed, locally based businesses to adopt new business paradigms and new organizational forms. The Internet has also opened up modes of interaction and dynamic organizational configurations that were previously inconceivable within a wide array of human and business activities. However, these have also introduced challenges. One of the most pressing of these arises from the fact that in a business or social interaction on the Internet, we cannot rely on the usual physical, facial and verbal cues that we might have relied on to reach a judgement as to whether or not the other party will fulfil the service which they are promising. In addition, in the case of the purchase of physical goods over the Internet, we have no direct physical, sensory contact with the specific product and are reliant solely on the promise of the seller. We are being put in the position of 'buying a pig in a poke', rather than being able to 'squeeze the tomatoes' to determine their firmness. There could, in some cases, be difficulties ensuring the purchaser pays for the goods. These factors and several others, which are proposed and discussed in [4] together make it imperative for being able to make judgements within such an environment about the other parties' trustworthiness and capability to provide the service at a specific level of quality.
In this paper, we point out the role and importance of Trust and make clear distinctions between the concepts of trust and security. We point out when the terms 'trust' and 'security' could be synonymous and when they are not synonymous.
II. THE IMPORTANCE OF TRUST IN VIRTUAL ENVIRONMENTS
In recent times, we have seen an increasing number of people carrying out a myriad of different activities on the Internet. These range from writing reports to looking at news, from selling a car to joining a club, from the purchase of goods (e.g. Amazon.com) to the purchase of services (e.g. Priceline.com for travel arrangements), from entertainment (music or games) to research and development (information surfing), from private resource utilization (Grid computing) to remote file sharing (peer to peer communication), from shopping at the mall (BizRate.com) to bargaining in virtual markets (eBay), from e-bill to e-pay, from the virtual community to virtual collaboration, from e-governance (e-administration) to mobile commerce (Stock Trading), from e-education (cyberuniversity) to e-learning (getting an MBA online), from emanufacturers (remote control production) to e-factory (eproducts), from off-shore development (business expansion) to outsourcing (such as IT), from e-warehouse (warehouse space booking) to e-logistics (goods shipping orders), and limitless other possibilities. Transactions have moved away from less face-to-face encounters to being more on the Internet. The infrastructure for the above business and information exchange activities could be client-server, peer-to-peer (P2P), or to give an online user the sensation of being able to 'squeeze the tomatoes before you buy'. As we will explain the later chapters, trust and trust technology provide a means to providing opinions and assessments about the product or service you have experienced. These opinions and assessments can be used by an agent to make a trust decision of whether or not interact with another agent. It boosts consumer confidence, in the sense that the customer feels more confident to purchase a product or take service, based on the assessments of others. Additionally these assessments and opinions expressed can help an agent to make judgements about products, service or other agents. In other words, you feel confident to pay for a service or product because you trust the seller's reputation for providing services of a given quality or the quality of products (goods). In other words based on the reputation of the seller or service provider, the consumer can determine the quality of the service (QoS) provided by the service provider. The consumer / customer can get an idea of the quality of the service that could be provided to it by the seller. This helps mitigate the risk in the business transaction. Another advantage of trust and trust technology is that based on the feedback of the users about the products and the service, the product manufacturers and service providers respectively can come to know about the quality of product and the quality of service that is expected and desired by the user. The service providers and the product manufacturers can than tailor their products and services in order to satisfy the user demands and needs. Trust [2] claimed that 'this significant evolution of the personal computer platform will introduce a level of security that meets rising customer requirements for data protection, integrity and distributed collaboration' [3] . The significance of trusted computing (Palladium technology) is its potential to improve system integrity, personal privacy and data security. Reliability and security is achieved as the applications run in the protected communication environment provided by Palladium. This promising technology is only available in a beta version on the market, and its promises still need to be proved. 
